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| OWASP ZAP RO ET

Search expression G, ¥ 2: B : Search expression @, % |FoFCSRF F—5v L2

Tyiay JUFF R THREERENTL SR AE: Global Alert Filters Che®F—2 13 anti CSRF F—5 2 & LTHRDRET

—h% Form-based Authentication Global Exclude URL EE?_E{; 2% @%@%’é;&}é :ﬁ;g;fjgmwﬁ_ SRS
FOF sk GraphQL

ZF v DBk ELTEDERT Hitp » 33 L
2N = n Login Form Target URL *: HUD
QA2+ http:/flocalhost/login JVM
2:HUD Context URL to GET Login Page: Network
22 J2FFRMIEES | http/localhostlloginAction . OAST
(O TFA SR Login Request POST Data (if any): Quick Start Launch

. Structure Replacer
Rule Configuration

Selenium

b=
__csrf_magic
__RequestVerificationToken
_csrf
_csrf_token
_csrfSecret
_token
anoncsrf
anticsrf
authenticity_token
CSRF
csrf_token
csrimiddlewaretoken
CSRFToken
OWASP_CSRFTOKEN

FTZ/HT— Username Parameter *: Password Parameter *:

=
- SRalk X ~ Value Generator
2= ) The username and password fields will be replaced, during authentic ation, with the WebSockets
R —H — username and password corresponding to application's users. FFUr—g
el g ER TS5—h

: Authorizaotion N Configure Authentication Verification 7
FAJAXZ A S — Verification Strategy: F—R-—F

' iuitom Page 5 Check every Response 27V j k-
TI— kAl Regex pattern used to identify Logged In messages: s S —ER

Exclude from WebSockets F—RN—2
<a href="./M "=MyP <fa= .
ahre ypage"=MyPage</a S — A b

Regex pattern used to identify Logged Out messages: ATz
<a href="./Login">Login</a> R F v

PNERERRRRNRRERRER ¥

n

Poll Frequency: 60 | £  Requests EHIAF o DAD NI M Remove without confirmation?
URL to Poll for Verification: TS0 Use params as Anti-CSRF token if its name contain one of the tokens (partial matching).

Frtl | Resetto Factory Defaults FomIL OK
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