AeyeSecurityLab

#CH R |C

703D EEL
fife 55 1% 32 R &

< AeyeScan




AeyeSecurityLab

| X2 VT 1 ROLEEIIELTWS
ERENBEF2 YT LALDHHY, BHEE - SHELBBEBHOSBEI

LXxa VT4 AMBREY WL

g AL U | ST S Y — L BB OB L

V)—REZAL I TEHTERW

MesstEzii 2 AEBRFEL TV D ARICECIEE AR FHAL
ZETRRABIETE AL

EALHSHEZMERRTI NErLHLLEL

hEFT 2% L7=Z &BH L
S ® EDESIBRY—IWEEATREDLDDHLEL

©AeyeSecurityLab Inc.



AeyeSecurityLab

o
. Ae\/eSCQn (T-T712%v>) IC&D AERRRRRRRARRRAN -
tFXalFoiEIchh B EERTTT MEILAE A 300 s

K ELF XA FHREEAN (2025 3y F7—0€*2 VT4 EVXARERE T5KE] WebT7 7V 75— a VIRFHREY -V RV Z—2 27 (028FERHE)
MITRFAN [1TR Market View : 34 /83— - 2% 2 U 7 1 135K H452025] SaaSEWeb7 7V 7 —> a VIBHERETH AV 4 —FIGLEE 17 (2023FEEK)

7ADRH5mE - 7] X 777 LEToOERNLGIEE

X2 YFARVYEZ—SlerTH BEIVPTARE, B RAPHREBMATH
BEEmITY—ERELTER ZE LT-ZBAHAHE

©AeyeSecurityLab Inc.



AeyeSecurityLab

SFIFLLEIFICEAWEEWTEY FT

1—Y—fx SI - IT%g

— AW - HE A7 £ — Rworks IV 7oEx n2zn MavantorOUr  INSight Edge
Jorion 7t insokeN EPARK ARE yH /7S] : 2 74 e i ! infcurion  80&Co. SBTechnology = SBWorks

ZENKIGEN ) pirect Sourcing @ NTTEAST v odakyu Dusmaasaute @ sompovanvis ® NTTDaTa ® M i samx om Ron -3: Globalway

prersol  Leverages — Syménergy  IKing @ Syzuyo ¢ NANG DMMFirTech 7 Tokyocentury C crclace  reowers  Egams  CEC

TIFEi- Swing Corporation W25 LUa-SE T

workport Emﬁj A mirowa croue YMED"\ lm \i'%-"; et Frotections GA TECHNOLOGIES | o | [P—— SlIl’lpleX Ine. '{?J%’S?

7 Maketing, nc. 7 SOFT CREATE / TErmzanne

—— AF4T — IVEA — TOPPAN J@PS 4T
$¥xH +emm AICA  AISIN KITE 8ecose €772 GAPEEN PONET e QD FusisOFT

‘echnology inc.

NIKKEI Wl MediaDo Sakl GTIGER TELIUN Denkei & Gungho MAcromiLL g A vona . RER-

SRRMF VIR AR

INAfwe —~zno %T:.jﬂ@ BookLivels X
SaaS

\ Mt e e !—eXica ‘ estie 7o M-aid ILTr—7o Q%mEA'E C lossi fﬂ COACH A Co, Ltd

TIIPIRTaA-NES]

O-cybozu O wrsecureNavi se=h soost  TAL B 29l TeMoNa ISR

Diamond head

Retalling Platiorm

NEC ®ntroata GSX

NECtEFaUz+ BARHNTTF 52

Guooomesr  /BATONZ mmmmmHR  Finovo <freee  porters  hokan) (@ Meneyioned  RUN.EDGE

(") RVSTA  pescuenow (SIS 7Y

\. S

HBA+TEIE @AWW EERO—ETY) SHERUnTJEEHomRELEEgEETT ©AeyeSecurityLab Inc.




AeyeSecurityLab

| BEALEDSDOFF@EASSVEG [Topl00] (253}
[ITreview Best Software in Japan 2025 ¢« | (T, 1730008 GmDHH HAeyeScanH TR |

A—H—LEa1—(BEROEDEF) I HHHIH

x W 4 G@ngreview https://www.itreview.jp/products/aeyescan/reviews
“?_S}ITreview
L\ Best Software/ -‘ HITCHEHBESZIHY — VDT A 777 P REZ VX —F

in Japan 2025 ‘ . AeyeScanz A L= F CEMBIO BB Ic—RE > T It

* TOP100 * E : TRETIEDR b & OFRA A SATE S BUTHIET A - £ WebT 7Y AL < D
p~ H&H D TAeyeScanz BAL7-Z L TRFERGL B TE 2 RENE S 72, 27 : ~';I:>"'HH+—+"
—Ef-TLERIE, Y —LCBRNE L BRBEEDEREOBS B [

i : 1000
BunEd,

E81(I b HAE LML EEHET v 7o |

RIS NI MBI LT BBUBHTZEBET 3BT TIRA L ZhSoit
. R . AL BIZLDPYPTUNETHEREHLTNEDOT, SACHRDLKRIEICEIT TV
A—HY—LEa—LKExebelcLE-E=HTFM LB,

259 = 7. BEDHITRML T<NZEANSZ VO TFH TR ZIThaFnida s v

WEE - BIMEREDHICENE-Y—ERELTEE B Hh <. BOEBONET v FIm b ERL T LT,

X1 2025F5HICHEREIN;, ECRRAFITEGR - 7579 FY—ERDLE2—7Fy b 7+—L4 [ITreview] DO&E (GEMA : https://www.itreview.jp/best-software/2025)
ITreviewlcE £ > Z1FHOI—Y—LEa—Flizd LIc. WE, BAREI SOFELE ELPXRORERTEEZBUVTWBSaaS - V7 F 7z 7RITH—ERDTopl00ARERINTULET,

©AeyeSecurityLab Inc.



https://www.itreview.jp/best-software/2025
https://www.itreview.jp/best-software/2025
https://www.itreview.jp/best-software/2025
https://www.itreview.jp/products/aeyescan/reviews

AeyeSecurityLab

| AeyeScanU& DT, TV XILEEBDOEX 1Y T4%Z F—ZNYHR—}

AEWebY 1 + DR WebY 1 +2FniLiE RES5IERZHTIc K 5 U R 7 5l

IBIEF A D
E @ o AeyeScan

— BT
WebH 1 b . =
—E—* Web-ASM & B3] e

BEh&[a - 32k



AeyeSecurityLab

#E( I SIER

©AeyeSecurityLab Inc.



| AeyeScanhEITN TWBHE

HTHLIAT-AEE

FEPEFXa1Y T 1 DHBEIFLELTH,
FL—=J% L TR,

AllC & % BEh2Hn

EEN L KERFE T
24H§Fﬁﬂ E ijj—c‘?? 2 )

EEEB R TR % /IR,

AeyeSecurityLab

HHYXRFTLLFR—F

EEHAF A ICERLT-
ZatEoLrE— FHEA,
BAGE & EEB IS,

©AeyeSecurityLab Inc.




AeyeSecurityLab

¥BaX b EA! REL05 THARRE
| AeyeScan®EKA » b

EMHAE - FL—=V T HFETEATES

& 105 TR

EPMEIIRE |
SaaSEIEL O T2ARBMKREL THITET,

(1 PE P -S

© wRLE-+

PHERLE—Fb
BENERK
BISEIBN IS ClEE B LK b
BEICHATEET,

Y

HEERE % BENERK
AeyeScand*¥ 4 F # BENKE. ZEINZEMT
ZzHE L TEEAEBRZEKRLET !

©AeyeSecurityLab Inc.



SHEEAS DY T L
| AeyeScan®EKA » b

WEIEFIC, HETEmEZR ZERKR, ZEEEDIREIEI NS PT L

AeyeSecurityLab

ZH08: AeyeScan aA¥ bAO—JL/SFIL

BREHNFELLTCETLEWLE,
EZhvo)rrsa3hTuwaEmbsrahroiah->7-

AeyeScanZi b,

C© = stagngaeyescan.com/crawl transtiontscanid= 564

ﬁiﬁﬂﬁl

ATHER S N EEEBE T 5 — b B ICIEE | =00

(1 ==Pn

BELAVR—YBEDILTT — b
TCIRRTES

s |

= ’m
4 8545 Exsence - X
L2 S

- 48
?:.3‘3”’3:{,‘,.,,
ARPZY LW
18547 Essence - ME—K
QBZE T
18615 Essence - ME—K

QBYoLE

©AeyeSecurityLab Inc.




AeyeSecurityLab

BEIKED H /S —EEH L

| AeyeScan®EKA » b
AERD L ~ g uva T, BEMEAY SIEE TEHEH L L

B : AlC & % 7 + — LA S {EDHIRTLIE

74 —LANBIEL\MEZANT ZLEHNH S,

RE s
BBEXZE, ANTT—EBY)BBTETFBMIEEE L

> s EEIRRHE L 72 5 L (RA) 1A L \
AeyeScanZs 5, 74— L& BBRREL 5 <t e B EE A

ERICADELEILTEE ! sgrsos b s
@ ZanFEs+ hEHF) rREnT) Grgny)  TavnAERY

2 (O 5 A %)
ZEICERGERE->F-ERFITTEL, BEES " ‘ BEES 000-0000
a/vt‘:lﬁ E - :E, *:J-FE‘ ! # {EFR — [ES BHRER STHRK. . .
H(HhEAF)

A—=ILT7RLR H(OBAR) A—=IF7RLR  taro@example.com

BHEES 03-0000-0000

&V ohi)
EE —

©AeyeSecurityLab Inc.



AeyeSecurityLab

2T ERALERREF—L
| AeyeScan®EKA » b

MEssEDZFRAICTIEPLHLTES
RAOMIERERRTEBHNEE LTIV S=TEY, BIIT7 v 77— b 2EH,
ZOFLLEF 2 U T 1 OBRFRRICHB LB TLET,

#tt TApache Struts 2055 %= FHR - FE #1t TDjangoDiEFHIE% FER - &

gz Apache Struts 2I2HWL T, ge DiangoDExtractBI & UTruncBisK

== S g oEm o= =T LE Fa = > S0 S S g5/
&N I — FAETAREL M5 (S2-061) IH517BSQLS ¥ =72 2 DiEFHlE
The Apache Software Foundation#*$2t3 % Apache Struts 2ic 13, FiEE]% A HFES(CWE-20) I 2F The Apache Software Foundation?*i2{#t 9% Djangold., Web7 7V 5 —>a>» 7L —L7—9 T,
TREEDOI—FHAERITELRBEIFELET, Django® B {}i&1EFA D ExtractB%i$ & UTruncBIfICid, SQLS ¥ = 7 2 3~ (CWE-89) D55 A TF
COMBIURBIL, FLF 207 SHEE/— FF 3y FIESETROBHIPAIHEE L. LA
JPCERT/CCAEIRE L OFEETVE LT, ZOMEFHEERIE. ROFHVHEFEAFEEICERRE L. HIRAREELORBEZET. HAFAE~0EANZ

BEICJIVNTOLARICEY £L7-,
g BRAMTI— T %2V T1 5K THEEA K = e BRI T %2 T 5K EEEA K

“Apache Struts 2°1- 1§, EBOD— FEFORBEABEL £7, - a?ﬁé‘é‘gﬁb?é}‘éfﬁf“’ L UTruncBIgIid, SQLA > Yz o v ay

O WEEH“Django” #F A L THEEINW-WebH 1 b,

@ WEEH“Apache Struts 2" ICEEZDH B Y 7 T X b #%(E = EEOHBUITRFEEE (o e |
Q QQOQ EEoszysIzxt QOQQQ =] Q QQQQ EEossYsIxF QQQQ o=

EFEDI—FZFTENATLES @ T—EhREAShEY, HEENEYT SO “

“Apache Struts 2" %I L 7-Web7 7' ) 7 — ¥ 3 Y HBfEL TW B4 — /< “Django” % #If L THES hiWeby 4 b

©AeyeSecurityLab Inc.




AeyeSecurityLab
SR DIBIE L HEFEIE IS
| AeyeScan®EKA » b

EEEX2VTAHAFF 4 OEENMLAIGELIER ISHIG

OWASP

@ T
e L 271D
sl o s V5 RTHT

OWASP 77U 4 —< 3 v o
OWASP TOP10 P/ e IPA &% WebY 1 kDY 5

OWASP github

PDFiZZ 6 %
(B

BAFERRPDFIZZ 5 5

- BEEEEDVPEELE BHREX2V T4 V—EXEE]| (TEEL TV 2EHEZHY—EX & LT, AeyeScan®’ %
[BRE*aUT1+Y—ERBIR] ICEFR

o JMIITBUEANIBIRLIBHEERE (IPA) 2021FE X2V T4+ HROBEWHHERIEICE VT, EHERRICLIIEZEOHKR.
AeyeScan?%&EE

©AeyeSecurityLab Inc.



https://github.com/OWASP/ASVS/tree/master/4.0
https://github.com/OWASP/ASVS/tree/master/4.0
https://www.ipa.go.jp/security/vuln/websecurity/about.html
https://wiki.owasp.org/images/2/23/OWASP_Top_10-2017(ja).pdf

AeyeSecurityLab

REDL K- b 2#4 BT THOTRE
| AeyeScan®EKA » b

TPV ZFICATIRSEMEDFHRAIEIT TR, YRI—EVHBRY UL L,
HEY—VICEDOETEADIREDLFR— PP HRALEATHATE S

RFv SR

" AoyoScon Web Application Scan Report

Critical

SQLTv¥xoay
. e )
¥yl . DOC csV
2{KFF@ Critical 93 - -
. L L NSNAN - -

OWASP TOP 10 h7 ')~

AT AV ST oIRy

Fy— i/ e ik 8 - - -
Asi’.if_;.osﬁ:;’.':u.ns.nu.u.n ﬁb tﬁ’itf ﬁ / 9 / “—
BRUL XIS
QLT

EBERATES |

HBOLY.
HMHRELTER.BELTVLL
HRITSneT,

BEME

BIGIITIIIONOK - 11SQUAYV7ny | MBEE2YF« | IPARDITRAA WM MRRR (https://ww-
Mty

SQU Injection Prevantion - OWASP Cheat Sheot Injoc-
tion_Prevention_Cheat_Sheet html)

R9Y-vsavk

na-x

Q anr1v b

HEEDOL K- MEREBIF B RBEITFTEL,
RERECHRBIICZOELIETIREAPPEREINATVWS -8, HEZFOKNBLEFDIRLEERTE XY,

©AeyeSecurityLab Inc.




AeyeSecurityLab

| O 2 7£E L 7-#Ee

©AeyeSecurityLab Inc.



| £ERAIDEAICK 35

EXN=EL (RS

AeyeSecurityLab

F 7 a v

O swmEsrEdIchy2vIc

Lo

72UV—7%—<vyv b TCOITR

55T 58873202115

O =EhLFE— B L TR

O WEH & Y ZEIzEL
- ZEBY
7YV—7F+—=2v b TOIET
- BED BEHEALHIE

¥FET 5573486985

O =mcokLTWAERICLEE

-ty a vIDORME BRI

PR A Q@ r-somaenn

FHRT 5573446145

©AeyeSecurityLab Inc.




AeyeSecurityLab

% A3 12 Web-ASM & 3

Web-ASM & | ?
BIELTULEWVLWWebEE (MZ2HE) OHENAER - VX7 FHE

BB EEDH B Web-ASMDOEER T v 7

ERALEROBATIZ&L Y,
‘ (@ @ ©

ShER - BENICKEmEZRR
WEmD WEmD WEmoD

! %E ERINE Y 2 % SE(H

IRBHLELISE n R {14\ R -

4 RkAl
H5HKY-ER T BiHARELTWS BERIFLIZT - BEDEEEL

FX4 —BEEE  SAT7SUOEEERE YR ORAERET
@ HFEES Y 25 OELED

BAETh Y P ¥ < st
swams €CE ACYCSCQN Web-ASMigEER. =hd>ofEgsBRL

©AeyeSecurityLab Inc.



1=

JITHEIC, EF 2V T11358<,

W=D EAICHEEET 555 EXTEE [ AeyeCopilot]

AeyeSecurityLab

F7Tvav

Web7 7Y or—< a V5512 HTY — L

AeyeScan

X

EXLVTARRIAV T Ty b T7H—L4

AeyeCopilot

EHEEE7 AR %2 XTFLTHENME - (LML

. BWNRE 3 AHEEOTE

[ EBPIR D E =1L ] 3=} {@ﬁjntzﬁgm]
"] fR1E

- BELFR— MER
- 2IFEB ORIRIE

N

PDCA - BHRER - BEFkIERIOHIE

[ BRkEENER ] fEiE [ S O ERIEE (L ]

- ¥llRIcEK o < BT DERE
- BIERADIBE X




AeyeSecurityLab

| X2 VT42RXIAY T Ty b7 +—L [AeyeCopilot] &% ? G2

BRERE (cT0./CISO0) %Y T 1 &R BE LM

X2V T 1 WEORBEIIC BRRGECA Ty FGICEDRN., AR - iNHA%ESFED Z EHRIBELAT.
WELRIFHRAPBIETZ TULEL 2F B OIBIBRIBFRINE F TFHME S LWL XY F4(3EEL or HETULEAEL
- =@E e > — - 77
ANIKTET BBEA S R T LT “4HiE A1
v N/ V.
2HHExF V5T 4 YR %EITIE XU T 1158HRZEN 2HFRY S — - HNRNF 2 RIHEK
MEEREDREHIMATE S LF ¥ > =185 - ZIEAN X1 7Y —ECEXHFESE

Jk

©AeyeSecurityLab Inc.



AeyeSecurityLab

| 03 BAEH

©AeyeSecurityLab Inc.



AeyeSecurityLab

= HlER I

AF - 74 - TR

]

'lz#_'l. U 7__4 @Wﬂ{tﬁfﬁo
PHoOMNEFIAR M ZHIRL =W

SN RE

O HRD > OBEHRESE R ET TV
@ BHSH S ABEREE %

CEAR

O MNEckZBHFR MY

RE - ABEH100ZBZD2WebT7 7V 5r—> a v H'H
Y. REBOEFITTRIELTOBRERICHISTET,
—EBZSEBICEFE. O R MHIR S FRIBEHIREL T,

ez KASHIAF-7A4-TX

LYN

THERALIEHEERE (IPA) DIRELFER &
[TREIA EBEME] & SHROF

BADER

@ FEIOBHTIIM LI EW LT EHE
fLZRE L TV

(2) HEMtTZTHHEIZEDLEVWRR%E
ELTW:

FEMEREZHS S TRMEAPERICE Y, BHOBH
b %#1%5t. AeyeScanid. IPADIRIEER A &M@ -
fzee, TEUEDBBEEHLFTRE] &5 RHRD
FTEA,

R

2T - LR — FMERIE % XiEICHIR,
SohARMLILRDOREZBIEY

SH#ENEMR

) LHDOKXES % BENL L TE % B
O LF— FgIc & Y KIS % a0
€ VY —RFICZH L REBUERIENRT

[ESEHEAFERELTH, YU —RETIBELEICED
Bl EwHArbBREIN, RERZELTHOTT
YZUU—RTEBLSIS,

©AeyeSecurityLab Inc.




| EAEHIREN

x—7F7—F ¥

ooi]
BENLALTOZ S FHEZBI20N0,
IEssEZrDBREAZEVWTLES D
AR U S Y (R Y f

B RS

O NEELFLy PHEBIAAEL

0 MiEZeEmEmBIcE L-REERT
MENGZEHZERIT OO

(3) FRRDPENTIZER, RVE—LDRYT
T a—IIVIAEHIEE

FIHEE DBINP KRB LIS DRI (X AEF5 12 MT % X1
LTWizd, ZhUNiE7r& s FEloFEfIcER TV
feo NEBREBOL-TICBHZNETI20TIRIEL. B
EBCRERICEEMT 2R bbb D o7,

AeyeSecurityLab

gegam 2,400% 024558 kEHE)

A
Sy —LEzEAL
T ELD >R B,
EVWPT S ZER

BADER

0 HBEKEDOAN—RHEL, FE

LS4 ERICRETE S

(2) Is—7eto7a% s rFbHEH
TE354 > Rk%R

© APIZHIHEEE

NERIPTHEEET I, BEICHHLSL
TWaZL, SlackzlZLH e TRy —ER L DE
BEHLEHE o7, EROY—LOLRIRTZED. L
2HD70XY b EWRICIRILZ EHE L 7= L TRE,

R

607’ 0& 7 MCRMERRETE 7=
Sk, RIBF1REIDBH % 5l

SH#ENEMR

o EEEBRICL Y, CISOEA7TRE
7 MDEHEZRETESL SIS

O REEDEF1V T4 REFEE L
[3) IN=TFH—DEFXx21 VT4 REY
#£—FERICHERFE

FIEFTARTOY—ERZARTHRET P, [€FaY
T4 ARV Y YR | DiEEI%ZAeyeScanh Y HR— LT
<hTw3| LCISOLEE, EXaVT4 TP =7
LAIZ, QAF—LTHERZRAIBL TV S,

©AeyeSecurityLab Inc.




AeyeSecurityLab

AeyeScanDEA ZIRFT L THEFEAD ?

RO, EBICFIAL THELAA BRBYOFELE - EAZIRFILTVLEAA

AeyeScan o AeyeScan ~»

R4 T BFRILWEDLH

FZATNICHDDZERIBTFE, EEROBREERZLEILD? BREBEYOFE - EAZIRFLTLKEE>TVEAHIR
FlEDLS ICHRBEELVRRSNDZ DN ? BERWVWEDEZ7+r—L &) TERLSESL,
HREDEBIIERFFATILTHRELEL £ 5, HALLCIEBCLHBEERICRIEREELLEITEXT,

RS54 TILOELAK BEVWAHET +— L4 @

©AeyeSecurityLab Inc.


https://www.aeyescan.jp/form/demo-scan/?utm_source=service&utm_medium=document&utm_content=1
https://www.aeyescan.jp/form/contact-scan/?utm_source=service&utm_medium=document&utm_content=1

AeyeSecurityLab

I %*i*ﬂ%g e HRAH T—T7 k%2054 TH

=& AR R AR &
iRl R ZEEA
AW Zih &&F Al
WITIRE CTO EH 2
BITIRE BIR #%F
EXAR FREF2 VT BEEE (AR - av Y714 9)

27577 FEWebzZlit—E X [AeyeScan] 2

AL 2019548
i RE#HBTFXHX#HHSEAT2-2-1 KANDA SQUARE 11F WeWork™
EXE 1M

AeyeSecurityLab kb | | Loe

Web¥H 4 b https://www.aeyesec.jp/

tXxalF4qIC

S ot S B ER{SHREE WHEE*2Y T4 TRIXY FYRFL (ISMS) bsi bsis, PR
rf’ DILER] ERELETS ISMS% 5% K% 27« RiE (1S027017) = @
A =E 5i W% 7 (Y- EREEEEY—ER YR b Y

IS 752963 / CLOUD 790050 /

IS0 27001 S0 27017 | 023-0026-20

©AeyeSecurityLab Inc.



AeyeSecurityLab

o>
&
AeyeScan

EXAIVTAIC.BDEBERXE,

©AeyeSecurityLab Inc.




