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Search expression

MNRNNRNMNRNRNMNRNNRER

X, BRISIERZHTY —
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JOF Lot
2F - h ARk
AT F = sk
VLot v
2:HUD Context
2:

AT FAMIED

T F 2 ER

Structure

e S OD—

il
e

R —H—
w3 B
: Authorization
CAJAXZ N H—
: Custom Page
27
Exclude from WebSockets

k7l

ER 5512

W —

A tyvav-JoRF4 X

‘2: FRRE

& X

Search expression

J 7 F A FTHREERS N T SRELSE:

Form-based Authentication

RELAEDEE

Login Form Target URL ™:
http:/llocalhost/login

URL to GET Login Page:
http:/flocalhost/loginAction

Login Request POST Data (if any):

Username Parameter ™: Password Parameter ™:

s

The username and password fields will be replaced, during authentication, with the
username and password corresponding to application's users.

Configure Authentication Verification

Verification Strategy:
Check every Response

Regex pattern used to identify Logged In messages:
<a href="./Mypage">MyPage</a>

Regex pattern used to identify Logged Out messages:
<a href="./Login">Login</a>

Poll Frequency: 80 [

URL to Poll for Verification:

Requests

Global Alert Filters
Global Exclude URL
GraphQL

Httpt=z = 23 2
HUD

JVM

Network

OAST

Quick Start Launch
Replacer

Rule Configuration
Selenium

Value Generator
WebSockets
TAUS—a
To—k

ESs) ‘Jj*’ -

PUAR LB =
TF—am—2
TL—a®r sk
USITab—

E31: Qi S

B2 d -+ D AT )
BMEITZOX

WeEALARELESI LTS L

LD—15 - OWASP ZAP

AeyeSecurityLab

|7 ~FcsRF F—% >

@

IhEd —2 Il anti CSRF —2 2 & L TRbmES
WEE T # —L(FORM) 5 A =2 | —& L DAH R — FIRTT
b= LREIIFIIESRERERET A

F=ou
__csrf_magic
__RequestVerificationToken
_csrf
_csrf_token
_csrfSecret
_token
anoncsrf
anticsrf
authenticity_token
CSRF
csrf_token
csrimiddlewaretoken
CSRFToken
OWASP_CSRFTOKEN

PRRRRANRRARARE §

Remove without confirmation?

Use params as Anti-CSRF token if its name contain one of the tokens (partial matching).

Frz)

| Resstto Factory Defaults

FrI

OK
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OWASP Top 10 - 2017
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PIUT-2aF VT RIERE 40
Appiication Secuity Verficotion Standard 4.0
s

#BIR : Software ISAC
2200488

VITHED WT-1RBL D & B 5HEA{T = T,

" AoyoScon Web Application Scan Report

AFpYT)—

LKEF@ Critical

RANMIEOITY~ OWASP TOP 10 HF 3=~

FIUFOBBTRELTVRT.

poi=l CVSSVABEE  CUSSvalERE

NE-MPSLATLERRIMNINIEIURE
CABRONEYRINT LIGAE
TABHOMBYRIAINIZIGAS

Critical 9.0~100
High 7.0~89

Medium 4069 —BOREYRINT IEIGRE

ﬁgfw : —BORRYRIAINTES G
(ol H-E BRI ELIGRE
- 2O, Criticol/ Highiz IS 5 5 BRI HENL0
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Critical
SQLTvxvoay
R

Critical

CVSS Soee 9.3

CVSS Vactor: CVSSA,0/AV N/ACL/AT!
BE

RRGCRFIEQURBATIRT, 2010 BNUE
OWASP TOP 10 AF¥ ) —

AL AV S 2ny
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LU VR S
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BEME

REGIITIIEONOE U SQUAL DI 0y | ML) F« | IPARDFRAA W NRMMWR (Bttps://ww.
wAp3.0.fp/security/vula/websecurity/sql.hml)

SQL Injaction Prevention - OWASP Cheat Sheat S L] SQL_Injec-
tion_Prevention_Cheat_Sheethtml)
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