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Search expression
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Structure
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: Authorization
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: Custom Page
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Exclude from WebSockets
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Search expression

J 7 F A FTHREERS N T SRELSE:

Form-based Authentication

RELAEDEE

Login Form Target URL ™:
http:/llocalhost/login

URL to GET Login Page:
http:/flocalhost/loginAction

Login Request POST Data (if any):

Username Parameter ™: Password Parameter ™:

s

The username and password fields will be replaced, during authentication, with the
username and password corresponding to application's users.

Configure Authentication Verification

Verification Strategy:
Check every Response

Regex pattern used to identify Logged In messages:
<a href="./Mypage">MyPage</a>

Regex pattern used to identify Logged Out messages:
<a href="./Login">Login</a>

Poll Frequency: 80 [

URL to Poll for Verification:

Requests

Global Alert Filters
Global Exclude URL
GraphQL

Httpt=z = 23 2
HUD

JVM

Network

OAST

Quick Start Launch
Replacer

Rule Configuration
Selenium

Value Generator
WebSockets
TAUS—a
To—k

ESs) ‘Jj*’ -

PUAR LB =
TF—am—2
TL—a®r sk
USITab—

E31: Qi S

B2 d -+ D AT )
BMEITZOX

WeEALARELESI LTS L

LD—15 - OWASP ZAP
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F=ou
__csrf_magic
__RequestVerificationToken
_csrf
_csrf_token
_csrfSecret
_token
anoncsrf
anticsrf
authenticity_token
CSRF
csrf_token
csrimiddlewaretoken
CSRFToken
OWASP_CSRFTOKEN

PRRRRANRRARARE §

Remove without confirmation?

Use params as Anti-CSRF token if its name contain one of the tokens (partial matching).

Frz)

| Resstto Factory Defaults

FrI

OK
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